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Microsoft Entra Tutorial: Setting Up Enterprise
Applications for SAML SSO Access

Introduction

This tutorial will guide you through the process of using Microsoft Entra (formerly Azure Active Directory) to
set up an enterprise application for SAML Single Sign-On (SSO) access to Wazzl.

Prerequisites
* An active Microsoft Entra admin account.

IMPORTANT NOTE: When SSO is enabled for existing users in the system, upon first login with SSO the users
will not be able to login again with there old username and password anymore! they should from now on only
login with SSO.

IMPORTANT NOTE: For none yet existing users in the system, they need to contact there realm manager to
activate there accounts before being able to login with SSO.

IMPORTANT NOTE: The SSO configuration is only available for Realm Managers.
Step-by-Step Guide
Step 1: Accessing Microsoft Entra

1. Open your web browser and navigate to the Microsoft Entra admin portal.

2. Sign in with your administrator credentials.

3. Select or Search for the Microsoft Entra ID service

@ portal.azure.com

= Microsoft Azure R Search resources, services, and docs (G+/) 1]_—'7

Azure services

Click here  ———— - _
TTE | e B @ # B = 8

Create a Microsoft Entra | Subscriptions Document App Services Quickstart Virtual Storage SQL databases 1
resourca D intelligences Center machines accounts

Step 2: Creating a New Enterprise Application

1. In the left-hand navigation pane, click on "Enterprise applications”.
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\ Standardverzeichnis - Micros

@ portal.azure.com

Microsoft Azure

Home >

o Standardverzeichnis | (

Microsoft Entra ID

« _|

© Overview
I Preview features (
A Diagnose and solve problems Ov
Manage
K [£
&h Users
Ba:
&% Groups
B85 External Identities Na
Roles and administrators
Ter
Click here
Administrative units
Pril
b Delegated admin partner;
£ Enterprise applications Lic
[] Devices
= Ale

i App registrations
(&) Identity Governance

Application proxy

] Custom security attributes

4 Licenses

@ Cross-tenant synchronization

& Microsoft Entra Connect

&=l Custom domain names

2. Click on "New application” at the top of the screen.

Home » Enterprise applications

=2 Enterprise applications | All applications

Standardverzeichnis - Microsoft Entra D

[

Overview

= New application (‘J Refresh - Download (Export) o Preview info Columns  [&s] Preview features R'j Got feedback?

0 Overview

# Diagnose and solve problems

Manage

View, flter, and search applications in your organization that are set up to use your Microsoft Entra tenant as thelr Identity Provider.

The list of applications that are maintained by your organization are in application registrations.

P Search by application name or abject ID | Application type == Enterprise Applications X Application ID starts with +Y Add filters

3. Click on "Create your own application” at the top of the screen.
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Home >

Browse Microsoft Entra Gallery

+ create ication | 27 Got feedback?

of apps that make it easy to deploy and sign-on ted user provisioning. from the App Gallery, you leverage prebuilt temp!
own apy fye Gallery for other organizations to discover and use, you can file @

i application here. If you are wanting you into the

T C———— G
Cloud platforms
Amazon Web Services (AWS) Google Cloud Platform Oracle SAP
aws D (\\) SAPg
Google Cloud 0
On-premises applications
Add an on-premises application Learn about Application Proxy On-premises application provisioning

Config
cess. o

4. Enter a name for your application like "wazzl"" and select the option "integrate any other
application you don't find in the gallery (Non-gallery)" then click "Create"”.

Create your own application X

Rj Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
I application that is not in the gallery, you can create your own application here.

What's the name of your app?

| wazz|

What are you looking to do with your application?

O Configure Application Proxy for secure remote access to an on-premises application
O Register an application to integrate with Microsoft Entra ID (App you're developing)
@ Integrate any other application you don't find in the gallery (Non-gallery)

Step 3: Configuring SAML SSO

1. Once the application is created, navigate to the "Single sign-on" section from the application's left-

hand navigation menu.
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Home > Standardverzeichnis | Overview > Browse Microsoft Entra Gallery >

Enterprise Application

B Overview

Deployment Plan

/

Manage

11! Properties

4& Owners

4. Roles and administrators

&5 Users and groups

wazzl | Overview

# Diagnose and solve problems

2 Single sign-on

2 Provisioning
£ Application proxy
C Self-service

Custom security attributes
Security
& Conditional Access
Permissions
© Token encryption
Activity
2 Sign-in logs

44 Usaae & insiahts

2. Select "SAML" as the single sign-on method.

Home > wazzl

T

Properties

Name ©

WA

Application D ©

200fcba9-b67d-4eae-8d... [N

ObjectiD @
2c3ef98b-e064-476-9b... [
Getting Started
Click here

1. Assign users and groups
-as

Provide specific users and groups access
to the applications

Assign users and groups

= 4. Conditional Access
Secure access to this application with a
customizable access policy.
Create a policy
What's New

) wazzl | Single sign-on

Enterprise Application

# Overview
Deployment Plan

X Diagnose and solve problems

Manage

{I!" Properties

& Owners

4. Roles and administrators

&8 Users and groups

9 Single sign-on

2 Provisioning

1 Application proxy

C Self-service
Custom security attributes

Security

& Conditional Access
Permissions

© Token encryption

Antisiiens

Single sign-on (SSO) adds security and convenience when users sign on to applications in Microsoft Entra ID by enabling a user in
your organization to sign in to every application they use with only one account. Once the user logs into an application, that

—3 2. Set up single sign on
Enable users to sign into their application
using their Microsoft Entra credentials
Get started

C 5. Self service

Enable users to request access to the
application using their Microsoft Entra
credentials

Get started

credential is used for all the other applications they need access to. Learn more.

Select a single sign-on method

\

Disabled

Single sign-on is not enabled. The user
won't be able to launch the app from
My Apps.

Linked
Link to an application in My Apps
and/or Office 365 application launcher.

3. Fill in the SAML configuration details:

o Edit the Basic SAML Configuration:

Help me decide

{3 SAML
Rich and secure authentication to

applications using the SAML (Security
Assertion Markup Language) protocol.
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[g) 3. Provision User Accounts

Automatically create and delete user
accounts in the application

Get started

B Password-based
Password storage and replay using a

web browser extension or mobile app.
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Home > wazzl

wazzl | SAML-based Sign-on

Enterprise Application

T Upload metadata file 9 Change single sign-on mode = Test this applicatic ot feedback?
mu . Test this application
& Overview
An SSO implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
Deployment Plan implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenID Connect or OAuth. Learn

more.
# Diagnose and solve problems

Read the configuration guide o' for help integrating wazzl.

Manage
1! Properties o Basic SAML Configuration £ Edit
&4 Owners Identifier (Entity ID) Required
. Reply URL (Assertion Consumer Service URL)  Required
4. Roles and administrators Sign on URL Optional
23 Users and groups Relay State (Optional) Optional
Logout Url (Optional) Optional

2D Single sign-on

2 Provisioning e
Attributes & Claims
€2 Application proxy

C  Self-service A\ Fill out required fields in Step 1

givenname user.givenname
Custom security attributes surname user.surname
emailaddress user.mail
Security name user.userprincipalname
Unique User Identifier user.userprincipalname

& Conditional Access
Permissions e
© Token encryption SAML Certificates

Token signing certificate )
Activity gning 2 Edit
Status Active

© the Identifier (Entity ID) and Reply URL (Assertion Consumer Service URL) should be
provided.

Basic SAML Configuration X
=] Save P? Got feedback?
Identifier (Entity ID) * ©

The unique ID that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated SSO.

4—— Click here

Reply URL (Assertion Consumer Service URL) * ©
The reply URL is where the application expects to receive the authentication token. This is also referred to as the “Assertion
Consumer Service” (ACS) in SAML.

Add reply URL

Sign on URL (Optional)
Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL
for your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.

Enter a sign on URL v

Relay State (Optional) ©

The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically a
URL or URL path that takes users to a specific location within the application.

Enter a relay state

Logout Url (Optional)
This URL is used to send the SAML logout response back to the application.

Enter a logout url v

© Set the Identifier (Entity ID) to "wazzl-azure" and the Reply URL (Assertion Consumer
Service URL) to "https://card.wazzl.me/account/saml2/authenticate/acs/" and click save
and close the dialog.
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Basic SAML Configuration

Save P\j Got feedback?

Identifier (Entity ID)* ©
The unique ID that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated SSO.

Default

wazzl-azure v | M © i

T fetemtifier

Reply URL (Assertion Consumer Service URL) * ©
The reply URL is where the application expects to receive the authentication token. This is also referred to as the “Assertion
Consumer Service” (ACS) in SAML.

Index Default

https://card.wazzl.me/account/saml2/authenticate/acs/ v H I :\ (0] W

ATdTEpty URE

Sign on URL (Optional)
Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL
for your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.

Enter a sign on URL v
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4. Edit the Attributes & Claims section. in this section, you can add additional attributes and claims to

the SAML assertion. The following attributes are required for the SAML SSO integration to work:

o email:
o firstName:
o lastName:

9 Attributes & Claims

& Edit

givenname

surname
emailaddress

name

Unique User Identifier

user.givenname
user.surname

user.mail
user.userprincipalname
user.userprincipalname
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¢ The claims should be modified, to do so click for example on the mail
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Home > Enterprise applications | All applications > wazzl | SAML-based Sign-on > SAML-based Sign-on >

Attributes & Claims

-+ Add new claim -+ Adda group claim == Columns }5\7 Got feedback?

Required claim

Claim name Type Value

Unique User Identifier (Name D) SAML user.userprincipalname [... °**

Additional claims

Claim name Type Value

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailadd... SAML user.mail o
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname SAML user.givenname cee
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name SAML user.userprincipalname o
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname SAML user.surname cee

v Advanced settings

* and change the Name to "email” and remove the Namespace.

Home > Enterprise applications | All applications > wazzl | SAML-based Sign-on > SAML-based Sign-on > Attributes & Claims >
Manage claim - X
remove Namespace
save X Discard changes | &7 Got feedback? / change this to email/
Name * | emailaddress + / /‘
Namespace | httpyfsschemas.misoap. identity/claim: / ]
~ Choose name format
Source * (®) Attribute () Transformation () Directory schema extension
Source attribute * [ usermail ~
' Claim conditions
~ Advanced SAML claims options
® C(Click save and close the dialog.
Home > Enterprise applications | All applications > wazzl | SAML-based Sign-on > SAML-based Sign-on > Attributes & Claims >
Manage claim - X
Save X Discard changes Rj Got feedback?
Name * [ email v
Namespace l Enter a namespace URI N |
Vv Choose name format
Source * (® attribute (O Transformation () Directory schema extension
Source attribute * ‘ user.mail v

v Claim conditions

v Advanced SAML claims options

* delete the claim "name".
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-+ Add new claim -+ Add a group claim == Columns ,0\'7 Got feedback?

Required claim

Claim name

Unique User Identifier (Name ID)

Additional claims
Claim name
email
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname

v Advanced settings

Type

SAML

Type

SAML
SAML
SAML

SAML

Value

user.userprincipalname [... ***

Value

user.mail
user.givenname
user.userprincipalname

user.surname

li] Delete

* repeat the same steps for the firstName and lastName attributes.

* The firstName attribute should be set from givenname to “firstName"

* The lastName attribute should be set from surname to "lastName".

* The Namespace should be removed for all attributes.

2025-04-17

* In addition, the following fields can optionally be created and synchronised to display them in the

contact information: « e-mail-business « position « mobile « phone-business « company

® (lick save and close the dialog.

Home » wazzl GmbH | Enterprise applications

Attributes & Claims

Add new claim -+~ Add a group claim

Required claim

Claim name

Unique User Identifier (Name ID)

Additional claims
Claim name
company
email
email-business
firstName
lastName
mobile
phone-business

position

Enterprise applications | All applications

= Columns

,0? Got feedback?

Type

SAML

Type

SAML
SAML
SAML
SAML
SAML
SAML
SAML

SAML
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wazzl | SAML-based Sign-on

Value

user.userprincipalname [...

Value
user.companyname
user.mail

user.mail
user.givenname
user.surname
user.mobilephone
user.telephonenumber

user,jobtitle

wes

e

wes

s

SAML-based Sign-on
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4. Download the configuration.

2025-04-17

from the "SAML Certificate" section, click on "Federation Metadata XML" to download the xml file.

Home > Enterprise applications | All applications > wazzl >

wazzl | SAML-based Sign-on

Enterprise Application

B Overview
Deployment Plan

4

Manage
iI' Properties
& Owners
4. Roles and administrators
&8 Users and groups
2 Single sign-on
2 Provisioning
£ Application proxy
€ Self-service
Custom security attributes
Security
% Conditional Access
7. Permissions
© Token encryption
Activity

2 Sign-in logs

L lleama 2 incinhte

T Upload metadata file

#{ Diagnose and solve problems

Sign on URL
Relay State (Optional)
Logout Url (Optional)

Attributes & Claims

email

firstName

lastName

Unique User Identifier

SAML Certificates

Token signing certificate
Status

Thumbprint

Expiration

Notification Email

App Federation Metadata Url

Certificate (Base64)
Certificate (Raw)

Optional
Optional
Optional

user.mail
user.givenname
user.surname
user.userprincipalname

Active
FBC9E25790307ED526COBAOD7AAB215F6947195C
12/6/2026, 6:53:32 PM

dev@wazzl.de

2 Change single sign-on mode #= Test this application 2 Got feedback?

& Edit

& Edit

https://login.microsoftonline.com/e01049e2-a730...

D

Download
Download

Federation Metadata XML

Download |

Verification certificates (optional)

Required
Active
Expired

Step 4: Assigning Users/Groups

1. Go to the "Users and groups” section in the application's navigation menu.

2. Click on "Add user/group".

3. Select the user or group you want to give access to and click "Assign”.

& Edit

Attention: make sure that the users have the attributes "mail”, "givenname" and "surname” set in

Microsoft Entra.

Step 5: Testing the SSO Configuration

1. Navigate back to the "Wazzl Application” login as a Realm Manager and click on the Configuration

section.
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6)

Profile details

View profile

Edit profile
o)
2t
Contacts
Ce
My cards

8

Account settings

o]
2

Contacts Click here

%
Configuration
=2

Install App

2. Click on the "Integration” tab

S|

Groups

~
o000

>z . v— .
Dashboard | > General settings || Y= Integrationen
0~0
=
Manage members
Click here
@ Wallet Design
o
Contacts
Text colour
)
Configuration Background colour
Logo
Upload
@ Cover picture
wazzl Upload
Default pictures
Default logo

Upload

3. Click on the "Azure AD" button

Max Mustermann

Hi Max

first name
Max

phone
017622334455

< Configuration - developers
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r

o5 . = .
<= General settings Y= Integrationen

4. activate the "SSO Enabled” and upload the configuration file downloaded in step 4.

A Azure - AD

SSO enabled

Choose file No file chosen

XML data

XML Data

XML data

Save

5. Click on the "Save" button.

A Azure - AD

SSO enabled @

Choose file wazzl.xml

XML data

XML Data

<?xml version="1.0" encoding="utf-8"?><EntityDescriptor ID="_89b5b172-8004- o
4f06-a90c-f33f8b657dce" entityll ttps://sts.windows.net/e01049e2-a730-
4353-8d0b-ff1647eaf436/" xmins="urn:oasis:r :tc:SAML:2.0: ">

i xmins="http:// .w3.0rg/2000/0 igl f
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#" />

i od Algorithm="http:, .w3.0rg/2001/04/xmldsit sa-
sha256" /><Reference URI="#_89b5b172-8004-4f06-a90c-f33f8b657dce">
<Transforms><Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature" />
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#" />

Save

D | A

REST-API Azure -
AD

wazzl

EN v

Imprint Privacy Policy
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6. Now you can test the SSO configuration by going to your Realm URL and try to login with Azure.

) Email / Username

6 Password SN

Login

Create Account

A Continue with Azure

Conclusion

Congratulations! You have successfully set up an enterprise application in Microsoft Entra for SAML SSO
access. For more detailed information or support, visit the Microsoft Entra documentation.

Additional Resources

* Microsoft Entra Documentation
® Understanding SAML-based SSO
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https://docs.microsoft.com/en-us/azure/active-directory/
https://docs.microsoft.com/en-us/azure/active-directory/
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/what-is-single-sign-on

